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Release Note for VigorSwitch P2540xs

Firmware Version: 3.9.12

Release Type: Important — Review release notes and upgrade if the changes affect your

system stability, performance, or security

Applied Models: VigorSwitch P2540xs

VigorSwitch P2540xs, the L2+ Managed Switch (48 Gigabit/PoE Ports and 6 SFP+ Ports), is a standard switch
that meets both IEEE 802.3u/ab Fast Ethernet and Gigabit Ethernet specifications. The data transmission

rate reaches to up link 10G with the power budget up to 400w.

New Features

[ ] None.

Improvement

® Improved: Strengthened Web/CGl security and addressed multiple security issues
(CVE-2026-71917, CVE-2026-71919 to CVE-2026-71922, CVE-2026-71929 to CVE-2026-71933, and
CVE-2026-71935 to CVE-2026-71943).

Known Issue

®  Unable to downgrade the switch using the firmware version below 2.7.x if the loader version used

currently is 3.5.1.

Note

®  STP (Spanning Tree Protocol) is enabled by default starting from firmware version 2.9.8, which
may result in a slightly longer link-up time for ports.
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